
AUDIT BOARD
24 January 2018

CYBER SECURITY AND INFORMATION RISK GUIDANCE FOR 
AUDIT COMMITTEES

1. Summary

This report considers the Cyber Security and information risk guidance for Audit 
Committees published by the National Audit Office in September 2017 which 
identifies key questions that should be asked and the answers to those questions as 
supplied by the ICT Manager together with an appropriate action plan.

2. RECOMMENDATIONS

2.1 That National Audit Office guidance on cyber security and information risk for 
audit committees, at Appendix A to the report, be noted.

2.2 That the Officer responses at Appendices B and C to the issues raised in the 
guidance, be noted.

2.3 That the action plan at Appendix D to the report, identifying the areas where 
improvement is planned, be noted. 

3. Background and Discussion

3.1. In September 2017 the National Audit Office published a report - 
“Cyber Security and Information Risk Guidance for Audit Committees”. 
The report is included at Appendix A.

3.2. The report’s introduction states: 

“Our interactions with audit committees across the public sector 
suggest that, alongside rising awareness of the risks associated with 
cyber security, there is still considerable uncertainty about how 
committees can best exercise their responsibilities in this area. We 
have therefore produced this guidance to help them consider the 
issues involved and structure their discussions with management 
representatives.”

3.3. The guidance clarifies that cyber security is an area of management 
activity that audit committees should scrutinise, and provides a high-
level checklist for committees to consider when assessing cyber 
security and information risk, including:

 Has the organisation implemented a formal regime or structured 
approach to cyber security which guides its activities and 
expenditure?

 How has management decided what risk it will tolerate and how 
does it manage that risk?
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 Has the organisation identified and deployed the capability it 
needs in this area?

3.4. A joint response to these questions from the ICT Manager and the 
Strategic Director (Internal Services) is included as Appendix B to the 
report.

3.5. Additionally the report suggests 10 steps for cyber security to help 
organisations manage cyber risks.  A response from the ICT Manager 
is included as Appendix C to this report.

3.6. The ICT manager has also developed an action plan identifying any 
areas where improvement is planned. This is included as Appendix D 
to this report.

4. Relationship to the Corporate Plan

5. PS1 - Deliver high quality services, offering value for money and 
demonstrating a culture of continuous improvement. 

6. Financial, legal, staffing and other implications and risk assessments*

Financial Implications None

Legal Implications Failure to adequately safeguard personal data 
held by the Council could be in breach of the 
Data Protection Act. 

Staffing Implications None

Administrative Implications None 

Risk Assessment Risks related to cyber security are raised in this 
report and the associated appendices.

6. Details of Exempt Information Category

Not applicable

7. Appendices

Appendix A - Cyber Security and Information Risk Guidance For Audit 
Committees, Sept 2017.
Appendix B – Response to high-level Cyber Security questions. 
Appendix C – 10 Steps to manage cyber risks 
Appendix D – Cyber Risk Action plan
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